Name:

Date: Dec 12, 2006

Pazpemenns goctyna(10 6annos)
Permissions (10 marks) (20 min)

Root Test (S0 marks total): Test should take 80 minutes to complete

CymecTByeT JUPEKTOPHS TECT, BIAENBLeM KOTOpoit sienAerect Bbl. B Hell HaxomsTes
thalinel H THPEKTOPHH BIAZeNbIIeM KOTOPBIX TAKKe ABIsLETech Bbl. Paspernenus
yKa3aHHEIE B IEPBOH KOJOHKE MPEICTABIIOT paspelleHs BNafenbla. 3aroHHTe
tabnuiy ¢ Ja une HeT oTBedas TeM caMbIM Ha BOIpoc "Mojer Jii JaHHas Orieparis

OBEITE BBIIOIHEHA C TAKHMY PaspelieHIsME ™

There is a directory named “test™ that is owned by you. There are files and directories underneath that are
also owned by you. The permissions displayed in the first column represent the owner permissions. Fill out
the chart with a YES or a NO if the operation could be performed by your userid using those permissions.

3amerka 1: oTHOCUTENBHO NepBoil KONOHKH 3anosaenus 7ls test” orepanus cautaeTces
YCIEINHOH ecITd BRI TONYIATE KA3BAHHs OIVIaBAeHHI (haiiioB 1 NHpEKTOpHI

NOTE (column 1): With respect to the first column “Is test”; the operation is considered successful if yon

can obtain a simple listing of the contents of the directory 'test’,

3ameTka 2: OTHOCHTENIBHO BTOPOH KOJMOHKH 3anomHeHms “‘Is -1 test” oneparus curtaeTcs

YCIIELTHO# €CIIH BEI OJMYYHTE BCE MAPAMETPEI OTJIABICHH BEIBOJAHMBIE 3TOH
KOMMAaHIOH (MM BIaJelbNa, TEKYIIHe pa3peeHis, UT., SIZE)

NOTE (column 2): With respect to the second column “Is -1 test”: the operation is considered successful if
you can obtain a listing of the contents of the directory test' including information about each entry such as
size, user+group ownership, etc...

tast 1s 1ls -1 cd testimv file mv rm cp file cp mlkcdic rmdirc
dir test [test tast/file2|test/file |test/file |test/filel|test/file |[test/dir |test/dir
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Koporkne sonpocel (40 6a110B)

Short questions (40 marks) (60 min)

1. Kaxoe rnasHoe otnuuune mexay /usr/bin/ /usr/shin v /usrfiocal/bin

[What is the main difference between /usr/bin, /usr/sbin, and /usr/local/bin/?] (1 6aur)




2. HasoBuTe 3 paaHbiX BUAE (ainoBkiX CUCTEM HA KOTOPLIX MOXXHO 3aMyckaTe NUHYKC
[Name 3 different file system types that a Linux system could run on.] (1 6ann)

3. Kax Brmsier nBOiiKa HA JHPEKTOPHIO KOT/IA HA JHPEKTOPHIO HCIIOIMHASTCS KOMMaH1a
chmod 27557 [What affect does the two have on a directory when issueing the command
chmod 2755] (1 6ann)

4. Jlnst yero ucnoisayercs (aitn sendmail.cw [What is the sendmail.cw file used for] (1
Hasm)?

5. Onpeznenure Tepmul OTKpeITEIN\CBOOOAHELT Perpancnstop (open relay) [Define the
term "open relays"] (1 6amn)

6. wCToNB3Ys BbIAAUY NOJIHOTO ClKeka (aillos 8 AHpeKToOpuH, kak Obl Bbl cozfany SQL suipasketus aist
BROJA HMeHH fafina H enagensua fafiza xaxnoro u3 taiinos B Tabauuy FILES c nosamu filename, owner
ucnons3ys awk?

[From performing & long listing of files in a directory, how would you
prepare 5QL statements to input the filename and owner of each file
into a table named "FILES" with fields "filename" and "owner" using

awk.] (1 bann)

7. UYro Takoe gcc 1 AaiiTe NONHYIO Pac(POBKY 3TOFO COKPALLIEHHS
[What is 'gec’ and what does it stand for?] (1 6amn)



8. Hazosure niofisie TpH napameTpa KOTOPEIE ONPEAENAIOTCS YTREPHKNEHIEM OTBETCTBEHHOCTH /1A 30HbI
[List three parameters that is specified by the SOA record for a zone?] (1 Gami)

9. Kakwe nepssle 3 mara NPOHCX0AAT B Hadalle YCTAHOBKH CBA3H npoTtoxona TCP?
Kaxne nepssie 3 1wara npoHCcXoJsT B HaYalle YCTAHOBKH CBI3H NMpoTokona UDP?
[Describe the TCP and UDP Handshake processes] (1 6amm)

10. Kaxoro snaa (uaspauun cnocoben nenats procmail? HysHo scero nprsecty 2
npHMepa\npej{HasHaueHItH I Yero Henonk3yeten procmail
[What kind of filtering is procmail capable of? Just provide 2 examples/purposes of what procmail can be

used for.] (1 Ganm)

11. Kaxas rnapnas paznuua mexay POP 1 IMAP OTHOCHTENIRHO TOFO Kak\FAe NPOHCXONT AOCTYN K
SILLHKY NONB3OBATEN NOYTOBbIM KANEHTOM?
[What is the main difference between POP and IMAP in regards to how/where the user’s box is accessed

by the mail client program?] (1 6amm)

12. EcTe myctan aupexTopua KOTOpoii BnaaeeT root BHYTpH Balleli nomauiHeii anpextopuy (koTopoii
Bilafgeete Bhl). MoiKeTe I BBl yAANHTE 3Ty [YCTYIO IHPEKTOPUIO lake eciy ee Bnaneney root?
Mornu 051 BbI e YARNHTL ecnu Gbl BHYTPH Hee GuUiH (aiiibl BNajeNblieM KoTOpbIX Takike Obin root?

[There’s a directory that’s owned by the “root™ user, inside of your home directory
(which you own). This directory is empty. Can you remove it, even though it’s owned by
root? What about if it had files inside of the directory that were also owned by root] (1
Oamnn)



13. /proc AnpexTopHs He MOKeT OBITh yhaneHa. Bepro unma Hesepuo? [The /proc/
directory cannot be deleted. TRUE — FALSE] (1 6amn)

14. 3arnonHure G1aHKH ¢ HPOITYNISHHBIMY CIOBAaME IOAKAUKA\paging , CBOIIHHT,
crpanruHoe Hapymerne [Fill in the blank, using: paging, page fault, swapping] (1 6ain)

3aK/II0YAEeTCsl B 3aKaUKe CeKIMi MaMATH Nporecca Ha JUCK B HEsX
ocBOOOIKIEHMS TIaMATH IJI1 APYTOTo mpolecca [involves moving sections of a process's
memory to disk, to free up physical memory needed by some process]

OTHOCHTCS K 3alIMCBIBAHHIO BCEro [polecca Ha JHCK 0CBo0oIKAas BCIO MAMSTh
3aHHMaeMylo AaHbIM npoueccoM [refers to writing an entire process to disk, thereby
freeing all of the physical memory it]

IIPOMCXOIMT TOTZA KOT/IA IIpoIecey TpeOyeTes CeKIHs U3
DaMATH KOTOpas B JaHbIT MOMEHT He HaXOUTCH B TAMATH H J0/DKHA OBITH IPOYHTAHA C
nrcka [occurs when a process needs a section of memory that is not resident and must be
(re)read in from disk]

15. Daiin, BrajgensuemM KOTOPOro sBiseTeck Bbl MMeeT paspemenus 1417, Yrto us3
HIDKENEepPedrciIeHHOTO BBl MOIKeTe ienark ¢ 3TiM (aitnom? [A file you own has
permissions 1417. What can you do with the file? Read? Write? Execute?] (1 Ganm)
IIpouectr(ma\ner)

Hanucars(na\ser)

BriBaTk (na\net)

16. Hazosure 3 otnuuns telnet ot ssh
[Name 3 differences between telnet and ssh.] (1 6arn)

17. Kax HasbiBaeTca haitn rae Haxogutca CoobueHve OHAT
(What is the file {name and location) that contains the Message of the

Day] (1 Das)

18. Yro 681 Mo yMOMUaHHIO BCE HOBBIE (Daiiibl co30aBaNHCh C pa3pellieHHsAMHE 754, KaKkoe
3HAUCHHE HYXKHO JaTh KoMMan e umask? [To obtain the mode 754 by default, what is the
value you give to the umask command] (1 6amm)



19. Mnorna npoLecc MOMKET CYLIECTROBATS jIKe Moche Toro Kak kill kommanaa 6eina
IpHMeHeHa K Hemy. Eciiu 510 npoH3oigerT,

KaKoif napaMeTp\cHTHAI BBl MO3KETE HCHONB30BaTh ¢ kill xomMaroit kKoTopas fnact
rapasTHPOBAHHOE YHHYTOKEHME Mpolecca. [ Sometimes, a process may still exist after a
kill command. If this happens, what option/signal can you use with the command that
could guarantee the process will be destroyed] (1 6amr)

kill PID(rnomep nponecca)

20. Yro taxoe "named" # amns gero oHo Henons3yercs? [What is “named” and what is it
used for] (1 6amr)

21. Kak ByaeT NonxocTsbio BbIMNAAETL KOMMaHAa KOTOPYIO Bbl MCMONb3ayeTe 4ns
yCTaHoBKK AupekTopuy /home HaxoAawyoca Ha ceTeBoM (haitn cepsepe
192.168.1.10 B nokaneHyk aupexropuio /mnt ?

[Exactly what commandline do you use to mount the /home directory of an NFS
server {(192.168.1.10) onto /mnt?] (1 6ann)

22, Hanuwmwre 3anuck B crontab koTopas SyaeT aanyckaTs /usr/local/sbin/proftpd xavkable 15
MuHYT ¢ 1100-1700 Kamablil aeHb.

[Write the crontab entry that will run /usr/local/sbin/proftpd every 15 minutes from 11 am & pm
daily.] (1 6amm)

23. HazoeuTe 4 kOMMaHAE! KOTOPLIE BBILAAYT WHDOPMALUIO OTHOCUTENEHO CUCTEMHOrC
WeHTpansHoro npoueccopa MMnu NamaTi
Name 4 commands that wiil repart information regarding your system's cpu and/ar memory. [2]

24. Kakan GyaeT macka y cetv 192.168.0.0 ecnu ee cydbuke /25 ? Kakoe MakcumansHoe
KOMWYECTBO MalMH MOXeT BTk co3gaHo?

Given that a CIDR suffix of /25 is used for the 192.168.0.0 network, what would be their
assaciated subnet mask? What is the maximum hosts allowed? [2]



25. OnuuwyTe npenHaIHaueHHe KaKA0il KOMMaHb!
Describe each command. [1 mark each]

chroot:

undme —a:

netstat:

df

26a Kakas pazHula Mexay cMMBONMYecKalt cBRA3KOW 1 XecTkoi? 1 Bann
a) What is the difference between a symlink and a hardiink? [1]

266 MoryTt nv o6a BMAa CBA3KK YKas3biBaTk Ha oAMH M TOT e ¢aiin? 0.5 danna
b} Can a symlink and a hard link point to the same file? [.5]

268 MoryT v oba BMAa CBA3KYM YKa3kIBaTh H& O4MH M TOT XKe haitn ecnu CBA3KK
Haxo4sATCA Ha pa3HeIX hailnosriX cuctemax? 0.5 Ganna
c) Can a symlink and a hard link point to the same file if they are on different filesystems? [.5]

26r Yrto cAayyuTcA C CUMBOAWYECKOR cBA3KoR M (ailnoM Ha KoTopblil OHa ykazblBaeT
eC/M Bbl MCNONL3YETe KOMMaHAy chown Ha CMMBOAMMYECKYID CBR3KY? 1 Sann
d) What happens to both the link, and the file it points to, if you chown a symlink? [1]

264 YTO CNy4YuTCA C CUMBONWYECKOW CBA3KOW 1 hallnoM Ha KOTOPLIA OHA yKa3kBaeT
ecnu Bbl MCNonb3yeTe KoMmMaHay chmod Ha cuMBonudeckyo cBasky? 1 6ann
e} What happens to both the link, and the file it points to, if you chmod a symlink? [1}



27. Cxonpxo xunodaiTos B 1M Merabaiite? 1 6ann
How many Kilobytes in a Megabyte? [1]

28. Kakas pazHuna MexIy MapLupyTH3aTOpOM, NepekIouareneM i xabom 1 Gann
What are the differences between a network hub, switch, and router? [1]

29 Kare-mniene scrial Mome T BLITL- HeN e RB30 BRHEG-4TO-OLu-0 5 HAP Y U T TP o8 Ichiy
Iepexo/1a 30HEl OT MacTepa k cepsepy-paly? (1 6amn)
How can the serial be used to troubleshoot zone transfer problems between master and slave servers? [T mark]

30. OnuimiTe KaXKIylo OIHIO B KOMMARIE ,,ps aux” (1 6amn)
Bescribe each option in the command: "ps aux" [1 mark]
a-

31. HanumuTe 2 modsle kOMMaHALI HCITONB3yeMEle B ofonodxe (1mesn) (1 Gammn)
Provide 2 examples of built-in shell commands. [1 mark]

32. OTHOCHTEABHO JHCKOBBIX KBOT, Kaxasd pajHiia Mexjy orpanmiyeHieM KoJdn4decTsa

fnoxos u orpanuuenns konrdecrsa daiinos? (1 dasr)
In regards to the disk quota system, what is the difference between block limits and file limits? [1 mark]



